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Context setting

Confidential



Utopian Objective of Governance

® &

Well known definition of Democracy

“Democracy is the government of the people, by the people, for the people”
- Abraham Lincoln

Twin objectives

i i | Transparent Service Delivery

______

Citizen convenience as central
rl._g] theme without compromising
accuracy

Role Model

- Estonia

(A European Country)

Through X Road platform

Only for 3 services relating to
marriage and purchase of
immovable property, citizens visit
Government Office.

All other services are in presence
less and contact less manner
through smartphone/PC.

GOl send senior officers to Estonia
regularly to study.



Issues faced in Citizen service delivery currently

Where we are

Physical Presence

Jurisdiction
Specific Office

Contact with
Bureaucracy.
Discretion

Filling of paper
forms

During office hours

Where we want to be

Presence less

Jurisdiction free

Contact less.
No discretion

Paperless

Anytime (24*7*365)




Transport Department of Telangana offers 55 services

Across 4 categories (Driving License, Learning License, Permit
& registration Services)

Current process of DL renewal/Duplicate DL/Change of address

A — (@ ml — ‘ — . |86
Citizen RTA Fills a form Makes Renewed
visit RTA Office  Signs and payment DL is sent
Office submit through

post

Issues in the existing process

@ —))|( Transparency issues Available during

working days

Not much value
addition by the
department

®
@ =0 Rush at Transport @
iii " Office




Annual Life Certificate By Government Pensioners

There are about 3 lakh pensioners in Telangana.

Three existing methods for obtaining
Annual Life Certificate

Sub Treasury Office where Eﬁ
retired n

Bank of the pensioner @

Meeseva centre through Aadhar @
based bio metric authentication




Registration for Degree college admissions

About 4,00,000 students apply for admission to degree colleges in
Telangana every year

Through Degree Online Service of Telangana DOST portal —
Process Flow

pp— Registration using Aadhaar. Aadhar
L D number is available in Intermediate

U

[@r Student has to visit any Mee Seva centre

Do Aadhaar authentication along
with Intermediate Hall Ticket number

Or

Can do online OTP authentication of Aadhar



Voting Related questions

) E

VOTE VOTE

Voting process Physical presence required
Three questions?
Whether voting in general elections can be done @
remotely through a smart phone. Estonia B has g \
achieved this.
Is One citizen one Voter Card without duplicates — E B =0
possible? E =T

Can identification during the voting at a polling booth be Opd-.
done by a system instead of manual process? g;)




Why physical presence is insisted in Offices

Following 3 Manual Checks performed in Office

@ - The name in the application form with the
name on the ID card

The photograph in the application form
@ with the photo ID card and the face of the

citizen.
@ .. An indirect check of looking at the
person present

Point to Ponder

Can the manual checks be dispensed

Possibility

such as Al, ML,

Whole Process over Dusing latest technology stacks Big Data



ITE&C department explored and found an alternative

IT&EC department, Telangana
Govt. started exploring in 2019
alternative to the 3 manual checks
using latest emerging technologies

Artificial
S e intelligence
An intelligent IT application

\ ! v
-@- which can perform the three
A : Deep :

= checks using smart phones at Learning @ Big data

the same efficiency

Technologies used

Machine
Learning

Real-time Digital Authentication of Identity, RTDAI, was
developed.

RTDAI provides an easy, convenient and correct
authentication of citizens’ identity through a smartphone ==

Ushering in the utopian objective of Governance through
presence less, contact less, paper less services to the
citizens anytime and anywhere.




A new 3-factor authentication system is designed

Transport DOST

~

ar
D a

Captured Photograph

Image form fetched
from data base

Pension
User’s Live Photograph

L=
|

Al based Liveness Check

Deep learning based Image
Comparison

Captured Demographic Info

Input Name
Pensioner’s ID (PPOID)
Registered Bank A/c No.

Name from
Database

ML based Demographic Comparison

= @ 3

‘:5.:-'_?:

_ T i} F e _ 7 :
C G O ——»  =ZED

3 Factor authentication is treated
as digital authentication







Video 1 Main Video
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First application

Friendly Electronic Services of Transport
department

FEST

Launched in July 2020

Client Confidential



Transport Department offers 55 services

Across 4 categories (Driving License, Learning License, Permit
& registration Services)

Current process of DL renewal/Duplicate DL/Change of address

A — (@ ml — ‘ — . |86
Citizen RTA Fills a form Makes Renewed
visit RTA Office  Signs and payment DL is sent
Office submit through

post

Issues in the existing process

@ —))|( Transparency

@ =0 Rush at Transport
iii " Office

Available during
working days

Not much value
addition by the
department

® =
(&)




17 of 54 Services are available FEST on T App from July 20

7 Driving License services |_ 4 Learner License services

Renewal of DL ' Duplicate LL
Duplicate DL New LL for Expired LL

Issue of Badge LL for Addition of class of vehicle

Surrender of DL LL for expired DL

Change of Address in DL
DL History Sheet

____________________________________________________________

Hazardous License certificate { : }
IE—;' New Permit issue

— j 2 Registration services . :

— Duplicate Permit

Change of Address in RC Renewal of Permit

Clearance certificate Temporary/ Special Permit



Digital transformation of service delivery

Revolutionary approach to the Paperless

traditional process of RTA
services Process

: : Green
Re-engineering

Governance

_ RTA FEST
Any time any where

service including out Disconnect Digital
side India Citizen & Empowerment
bureaucracy

Empower the citizens
of the state digitally

Linguistic, demographic and
technology inclusive

18



Citizen can download the certificate SMS/Email

Licance Mumber:

DisplayMame
Hame

Fathardame
Gander

DateDiBIrth
BloodGroup

Haticnality

Parmanent Addrass:

Presant Addrees:

Marks Of idanfifcation:

GOVERNMENT OF TELANGANA
TRANSPORT DEPARTMENT

FORM 3
LEARNER'S LICENCE

LLRTS00S2922020

Hymavaihi
Gandapalll

Gandzpalll Venkatewara
M

02/Da/1291

INDIAN

F NO 303 KAMALA NIVAS
ST NO 13 HIMAYATH NAGRAR

HYDERASAD

HYDERABAD

TELANGAMNA -

F NO 303 KAMALA NIVAS

ST NO 13 HIMAYATH NAGRAR
HYDERASAD

HYDERASAD
TELANGAMNA -
I
I

A holder of s Leamer's Licence ks authorsed b diive Sroughout Inda subjed fo e peovisions of Rule 3 of the Cental Molor
Wehicles Rules 1989, a wehicke of te folowing

Diescription:

Han Trangport MCWE

Tranaport

This Licence |5 valld from J0/05/2020 to 251112020
The applicant can ke driving fest after 30 days

MCWE - Motor Cycls With Gear

Al Livarwing Authoriy
) RTA - HYDERABAD - CZ.
Waming:
The aSertion of the oider of this licence s drawn ko nie 3 of Caniral Motor Vebicls Rues, 1555 which profibits Him from diving any

mistor vehicle uniess he has beskdes him 3 person duly Bcenced fo drive the vehice and In every mse the vehide cames plakes
both I front and in the rear of the vehide.

Hois: * Mo Seat Balt - Mo Test for LMV * No Halmet - o Teat for 2 Whesler

You are raquestad to bring the foll documants along with vahicle at the tima of "Driving test at
dving tm s ] owing i WIh your 0

1.¥alil Criginal Leamers Licence  2.Valld Orginal Driving Licanca In casa of addition of new ciass of vehicke

JNaldl Reglstration Cestificate  4.Valld Tax Payment
5.¥all Insurance Cenificate f.Valld Polution under Control Certiflcate

" Respect the right of e pedesirang el " Do not mix drinking and driving

* Lz dfing s afe driving " Ciaution and C-ane make acddents re

" Dot Crwerspeed, Save LB

* Drive Wi cane, LHe has no spare

' Prevent pollution - Bave earth and
] nealth
wfd

Please bock your slot for scheduling "Driving test' at RTO Office or the transport
department website http:/'www transport.telangana.gov.in. Please book immediathy
to avoid disappointment.

Above in an example of Learner license from FEST
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Telangana Transport Minister
launches FEST

Hyderabad, Jul 24 (UNI) On the occasion of
Telangana IT and Industry Minister K T Rama
Rao's birthday, Transport Minister Puvvada
Ajay Kumar on Friday launched Friendly
Electronic Services of Transport Department
(FEST).

Duplicate LLR, duplicate License, Badge, Smart
Card in lieu of Surrender of Existing Driving
Licence and History Sheet for License and
among other services are able to avail through
the FEST. Please log in to get detailed story.



Award / Recognition

INNOVATION 2] H
s i :m Microsoft

EXEMPLAR

PROUDLY PRESENTED TO

.f»"\".{-_ ELECTRONIC SERVICES DELIVERY, IT E&C

"
DEPARTMENT, & TRANSPORT DEPARTMENT
GOYERNMENT OF TELANGANA

FRIENDLY ELECTRONIC SERVICES IN
TRANSPORT DEPARTMENT - FEST

Nasscom Al Gamechanger Award 2022

Social Media Coverage: Tweet link -
https://twitter.com/NasscomR/status/1543895610193235968/photo/1
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FEST won the Digital Technology Sabha Award,
2021 in the Artificial Intelligence category

.

Shikha Sngh

WINNER

DIGITAL|
'I'ec 0 TRANSPORT DEPARTMENT,
ag gy GOVERNMENT OF TELANGANA

ARTIFICIAL INTELLIGENCE

3
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Video 2 Video of the Renewal of Driving License

Confidential



Second application

Pensioners Life certificate through Selfie

PLCS

launched in Nov 2019

Confidential



Annual Life Certificate By Government Pensioners

There are about 3 lakh pensioners

Three Methods

Sub Treasury Office -
G where retired E

2 Bank of the pensioner @
@ Meeseva centre through
Aadhar based bio metric
authentication

Pensioner Life certificate through Selfie was launched in Nov
2019 as a 4" Method through a smart phone



pesessesansa |, peeescssccas . femessscaaas . . P985t i
: & Lo '_ : ; | Verify whether image is live ~ f------ :Al-based Photo Liveness Verification |
oS & "1 ar | —I ' ! @ ' : ;
: K\ﬁ : or : : or : : l‘ e ememmeemmeemeeeeemeeeeemmeeeemmeemmenal
1 v 1 1 [ 1 [l et n e ne .
t EPIC Number v+ DL Number t_ RC Number : : ' Big Data & Machine Learning based '
e Demographic Matching |-+ : : L :
; Demographic Verification 5
I ! S
y - tttommmrTTmmTTTTTToTTTTTTC H . ! Deep Learning based .
i i Photo Matching - : . 5
| Demographic Details | 4. : - oo holo COmpRREON

' (Name, Address, Age) '

| :

i ]

M
h @ R
i = Check =
“"\w
Applicant ThppFll Verified

Mabile App

i b

Front End — The service is provided through T App Folio, the

1 ’ o flagship m-Governance initiative of Govt of Telangana
-—_. III-L'—

Department 1 ‘Depanmem 2 ‘ Department 3

Departments can validate application Back End — Managed by a System Integrator.
through their login in T App




An example of a pensioner’s authentication

>

Subr‘nntted Details v :

7 r , PPO ID- XXXX1427
’ Name: R GANESH

Voter 1D:- NA

Name as per Voter
GANESH R

Namee as

AT




Directorate of Treasury & Accounts

Government of Telangana

PPO ID: 97101011 ATY8172

Pensioner Name : Vijay

Transaction Reference Number: 9710101319R11
Life Certificate Date : 22-Nov-2019 16:12:25

For any queries please reach out to us over phone at: 18004251110
or email us at: support.plcs@telengana.gov.in
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Media Coverage

D . TS to push new digital
(\)éags @n)Ua! authentication

P 2 Ld sdoan

This comes close on the heels of the technology being successfully
implemented in Pensioners Life Certificate authentication through Selfies
(PLCS) which has already garnered 13,000 applications in less than one year of
its launch

=N O X

By Sruti Venugopal | Published: 20th Nov 2019 12:01am Updated: 19th Nov 2019 9:57 pm

pE YL

b b

Ly B

Hyderabad: The Telangana Information Technology, Electronics and
Communication Department is looking to push the Real-Time Digital Authentication
of Identity (RTDAI). The department is looking to use the technology in services that
requires identity authentication - ranging from entry at exam centre, voter ID
authentication and even entry at temples.
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Video 3 BBC Video of PLCS

Confidential



Third application

Voter Identification during elections

Pilot in January 2020

Confidential



Uniqueness of EPIC Card is very important

Unigue Number

Same number is
not allotted to two
citizens

Same citizen is not
allotted more than
one EPIC number

Easy to
achieve

Challenge to
achieve

32



Examples of duplicate voter IDs in Kompally (Hyderabad)

1_OF
ng& PQV
& %
/8 3
s 2
A (]
SoTy

I 11158 0 of v« RV VN |

Municipal Elections - 2020 € Municipal Elections - 2020

You are a valid voter

You are a valid voter

Results from Voter Database
Results from Voter Database

Voter SNO : 395

EPICNO:

NVT2785543 Voter SNO : 287

EPIC NO : NVT7989825

Voter SNO : 537
EPIC NO : AP322
190342625 Voter SNO : 286

EPIC NO : NVT7972474

33



Voter Identification during Election

Citizen to physically Polling officer verifies
present at Polling station Citizen’s voter ID.
No duplicate verification
across polling booths.

Current Identification Reengineered
Process during voting Can this be done by IT Identification Process

application through

Citizen votes.

2 - Photo taken in smart - - -
Manual Process phone by the Polling \ Mobile application ]
- 7 officer

( 1 ‘

Manual Discretion Facial recognition

No Digital Trail \ Digital Trail ]

No Duplicate Verification ‘




Media Coverage

Received CSI e-governance
award for PLCS
implementation

Dual Camera

Telangana became the first state
in India to use
facial recognition technology in elections

Telangana govt introduces app
for pensioners to generate life
certificate

The need for real-time verification of identity for different applications has always been
profoundly felt

Topics
Pensions

Bibhu Ranjan Mishra

Until earlier this year, N Papi Reddy used to have to visit Mahabubnagar, some 100 km
from Hyderabad, where he has settled post retirement, to get his annual pensioner life
certificate.

Today, Reddy, who retired as a superintendent at the Mandal Parishad Development Office
(MPDO) of Midjil Mandal in Mahabubnagar district, uses an app on his smartphone that can
generate a life certificate without him having to step outside his house. “What used to take

couple of days for my father to travel all the way to Mahabubnagar to get his life certificate

every year, now happens in a split ...

How Telangana government
authenticates beneficiaries using Al,
ML, Big Data and Deep Learning tools

KV Kurmanath | Hyderabiad | Updated on November 20, 2019 | Published on November 20, 20

The Telangana government, which attracted
criticism from privacy activists for allegedly using
facial recognition software without legal
sanction, has developed a method to authenticate
its beneficiaries, using Artificial Intelligence,
Machine Learning, Big Data and Deep Learning
solutions.

“All you need to have a smart phone to remotely

authenticate yourself. Take a photo and upload it in the
exclusive app launched for the purpose. The software will
verify the photo and demographic details in the pension
database, avoiding the need to authenticate people
physically,” GT Venkateshwar Rao, Managing Director,

35
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< Municipal Elections - 2020

oz W () @&

Municipal Elections - 2020

Welcome

Submitted Details

You are a valid voter

Results from Voter Database

Voter SNO : 490
EPIC NO : AP322

190336073

Welcome

Submitted Details

You are a valid voter

Results from Voter Database

Voter SNO : 554

EPIC NO : AP322
190336693
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Is e-voting, i.e., voting through smartphone possible?

At present Voting is Technology Stack Used

through EVM. @ RTDAI for identification and
authentication

Voter has to personally visit _ _

a specific polling booth i.e. @ Blockchain for encryption, storage and

Jurisdiction non tampering

On a particular day and
time

Correct
Identification

No Physical
Presence

Convenience & Accuracy

Is e-Voting through a smart

phone possible ? Impersonation

shouldn’t be
allowed

Encrypted
Voting

Ensuring Correct
ldentification

Duplicate

_ _ Verification
Ensuring vote Is not

tampered after voting till

counting
37



An e-voting platform is being designed along with IlIT Chenna

[
I
[
I
[
I
[
|

o0

a

Citizens

Administrator (TSEC)

)
Returning Officer (RO)

Registration

Voting

RTDAI based 3
factor authentication

o o Em Em mm o Em Em Em oy,

.Registration  E-Voting

o o o o o o o o e o o — e

\~ —

Overall Administration

Ward wise Ballot
generation and signing
Blockchain to ensure

immutable records }

Registration of Returning
Officers (RO)

Setting up of Voting and
Registration Dates

Counting

Storage of votes on

Generation of Reports

o o e o o e e e o o

o o e o e o e e e e e e e e mm e mm e e e e
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Where these solutions can be used?

Confidential



Use in Passport Services

Passport Services

100000+ (Average) applications processed by Ministry of External Affairs, GOl in a
week

Main Services requiring
physical presence

@ Q © & ®

Renewal Change of Address Additional Booklet



Use at Transport Departments in all states

State Transport Dept.

Many services can be rolled out

Services requiring
physical presence

@O B o 6

Renewal of license Issuance of license Permit Services
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Use by Pensioner “?
B

-

THII Govt. of India and States

« More than 1 Crore pensioners of central & state Governments Government
including defense, railways can benefit

New Process

S o= B o= - B

Pensioner enters Pensioner clicks 3 factor authentication  Pensioner life
Pension Id and and uploads selfie is done certificate is
Name in Mobile Issued on

App mobile upon
successful

verification
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N000 UIDAI

« Aadhaar authentication is being used as the primary identity verification

mechanism by various entities such as Banks, Telecom companies, PDS,
Income Tax etc.

« Two factor authentication Bio metric ( Finger Print/Iris) or OTP

« RTDAI can be used for an alternate three factor authentication without bio
metrics

Demographic+ Liveness+ Facial Authentication



Benefits of RTDAI

D B F
%& resence less
@ (’%’: Jurisdiction free

1
1
1
1
1
1
1
1
1
1
1
1
1
1
@ Contact less. I
1
1
1
1
1
1
1
1
1
1
1
1
1

No discretion

@ @ Paperless

5 @ Anytime (24*7*365)

T T T T T T T T T T T T T T T
USPs
Easy Replicability as integration is through Departments across states following similar
APIs and process flows are very similar process flows (e.g., Transport) can easily

adopt the feature without much customization



2020 was declared as Year of Al in Telangana.

Flagship

Others

1

Al for Agricultural Innovation
(Al4Al)

8

Quality Assaying of
Agricultural
Commodities

BABAS
8= 888
K3 x
— Crowd
Criminal Records
N Management
Synchronization
Tool

L~

o5

Pest Detection in
Cotton with advisories

AgriTech Grand
Challenge

©

Face mask violation
enforcement

;)

Newborn Risk Assessment
(Al based Anthropometry)

TES4

Facial Recognition
for Voting

W,
gLl B
>0
S

COVID19
Data Platform

8.8
=3

Chatbots

46



Result analysis
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Variations in names
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Name Variations matched

K ASEERVADAM Aseervadam Kama

B.STALLA Stella Burugula

B LAXMANASWAMY B Lakshmanasvami

G NARAYAN REDDY Narayana Reddy Gudhati

K.RAM BRAHMAM Kondaparti Ramabrahmam

M Narayanamma Narayanamma M

K.suguna Suguna Reddy Kothapally

S v Satyanarayana murthy Venkata Satyanarayana Murthi Srigiri
Doulath Bee Doulatbi

Name Variations did not match

INPUT NAME Base NAME

QUASHIR HASHMI Syed Khaisar Hashmi
SHANKARAIAH Jshankaraiah
Mahbabunisa begum zeenath Mahboob Unnisa Begum
K Maldakantaiah KANTAYYA K M

Y Sunku bai B Sakkubai

S. PADMAVATHAMMA S Padma



Variations in Photos

Same Persons Identified with High Confidence

Confidential



SAME PERSONS Identified with High Confidence more

Similarity: 98.196 Similarity: 97.501

Input Image Base Image Input Image Base Image

i
i
!
i

Similarity: 99.169 Similarity: 93.200

Input Image Base Image Input Image Base Image




Variations in Photos

Different PERSONS rejected by the system

Confidential



Identified as differe

nt persons and not matched ( less than

Similarity: 35.113

Similarity: 19.461

Input Image

Base Image

Input Image Base Image

Similarity: 38.804

Similarity: 26.770

Input Image

Base Image

Input Image Base Image




Variations in Photos

SAME PERSONS could not be identified by the System

Confidential



Similarity: 27.893

Input Image

Base Image

Similarity: 49.649

Similarity: 49.770

Input Image Base Image

Input Image

Base Image
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